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Foreword  

The Safeguarding Board for Northern (SBNI) was set up in 2012 to co-ordinate and ensure that children 
and young people in NI are kept safe. Alongside the core business, two key issues were highlighted for 
strategic attention – Child Sexual Exploitation and e-safety. Publication of this report from the National 
Children’s Bureau Northern Ireland (NCB NI) marks the first stage in the Safeguarding Board’s work on 
the new and emerging concern of e-safety. 

The SBNI values engagement with young people and their e-safety concerns came through clearly in our 
consultation on the first SBNI strategic plan. Young people wanted on-line access to e-safety help and 
clear ways of reporting abuse.  

The focus group work with young people in this report illustrates the issues and risks faced by young 
people going online to find what e-safety advice they need. Information is easily accessible – but so is 
inappropriate content. 

Young people have also told us that they feel that parents have a key role in ensuring their children’s 
safety on the internet. It is interesting then that this report recalls that one parent likened looking for 
information on e-safety to looking up something the doctor tells you on the internet and being put off 
because “so much comes up when you do a search”. 

The extensive content of the report reflects the importance placed by many organisations on addressing 
issues such as internet and online safety, sexting, and cyberbullying for children and young people. The 
wide range of activity and initiatives identified in many ways reflects the risks involved. 

The report and recommendations highlight a clear need for strategic policy direction, leadership and co-
ordination for e-safety in Northern Ireland. The SBNI accepts the recommendations and looks forward to 
working with everyone involved to make e-safety a reality. 

Sharon Beattie 

Director of Operations 
Safeguarding Board for Northern Ireland 
January 2014  
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Background 

 
In June 2013, The National Children’s Bureau (NCB NI) was commissioned by the Safeguarding 
Board for Northern Ireland (SBNI) to undertake a scoping study to explore current e-safety 
messages for children and young people, parents and practitioners in Northern Ireland.  
 
For most children and young people e-technology is part of everyday life and this has become 
even more apparent in the current research NCB NI is conducting on behalf of OFMDFM where 
findings show, for example, that four out of five young people (79%) go online everyday and in 
excess of one in five young people (22%) spend five hours or more online every day. Whilst the 
literature suggests that for most young people, going online is a positive experience, young 
people can also experience harm and can face harmful risks online. For example, research 
findings from the NSPCC (2013) show that one in five children had been the targets of cyber 
bullying in the last year and 10% of 11 to 16 year olds have been targeted by internet ‘trolls’.   
 
Given the extent of young people’s use of e-technology alongside these worrying statistics, e-
safety is now becoming an increasingly important area of work and a priority of many 
organisations that work with children and young people. 
 
The overall aim of this study is to map existing messages on e-safety that are delivered to 
young people, parents/carers and practitioners in Northern Ireland. The specific objectives of 
this study are to: 
 
1. Define e-safety and associated risks 

2. Develop a profile of agencies delivering e-safety messages in the UK & Northern Ireland 

3. Assess the nature, quality, access to and impact of e-safety messages in Northern Ireland 

4. Make recommendations for improving e-safety messages in Northern Ireland 

Methodology 

The methodology comprised the following activities:  

 

 A desk review to define e-safety and associated risks and to understand which 
organisations deliver e-safety messages in the UK and internationally;   

 A survey of organisations working in the field of e-safety in Northern Ireland. The survey 
was open for completion for four weeks in July 2013 and resulted in 25 valid responses; 
and  

 A focus group with young people and another with parents to get a user perspective on 
the availability and usefulness of e-safety messages online.   
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Key findings, conclusions and recommendations 

The remainder of this executive summary takes each of the study’s objectives, in turn, and 
summarises the key findings, conclusions and subsequent recommendations relating to each. 

Objective 1: Defining e-safety and associated risks 

This study found no common definition of e-safety in the current literature, NCB NI therefore 
created the following definition for use throughout this study: 

“E-safety or electronic safety is about utilising electronic devices or e-technologies in a 
safe and responsible way. It is mainly concerned with the safeguarding of children and 
young people in the digital world and educating them so they feel safe when accessing e- 
technologies.” [NCB NI definition] 

Young people’s extensive use of e-technologies leaves no doubt over the importance of e-
safety and the need for young people, and those who care for or work with them, to be able to 
take appropriate preventative action to minimise the associated risks.  

These risks have been defined in various ways and are becoming more commonly categorised 
as follows: 

 Content risks: The child or young person is exposed to harmful material; 

 Contact risks: The child or young person participates in adult initiated online activity;  

 Conduct risks: The child or young person is a perpetrator or victim in peer-to-peer 
exchange;  

 Commercial risks: The child or young person is exposed to inappropriate commercial 
advertising, marketing schemes or hidden costs. 

 

Recommendations:  

1. We recommend that SBNI considers using the above e-safety definition or adopting an 
agreed definition going forward and encourages others working in the field to do the 
same. 

2. We recommend that when developing future e-safety messaging work in Northern 
Ireland, consideration is given to each of the four risk categories identified above. 
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Objective 2: Developing a profile of agencies delivering e-safety messages in the UK & 
Northern Ireland 

The study indentified three key organisations that are leading the UK’s work on e-safety: 

 UK Safer Internet Centre which has three overall functions: An awareness centre to 
promote safe, responsible use of the internet and mobile devices to young people; a 
helpline for professionals working with children and a hotline for reporting online criminal 
content.  The Centre also hosts the annual public awareness campaign – Safer Internet 
Day.  The Centre comprises three organisations Childnet International, South West Grid 
for Learning (SWGfL) and the IWF (Internet Watch Foundation) 

 

 CEOP (Child Exploitation and Online Protection Centre) is part of the UK policing 
structures and its key functions include tracking and bringing offenders to account either 
directly or in cooperation with local and international police forces, and working with 
children, parents/carers and practitioners to deliver the Thinkuknow internet safety 
programme 

 

 UKCCIS (UK Council for Child Internet Safety) is the main umbrella organisation with a 
membership over 180 organisations across the government, industry, law enforcement, 
academia and charity sectors, that works in partnership to help keep children safe online. 
The Northern Ireland Minister for Health, Social Services and Public Safety (Edwin Poots 
MLA) sits on the Executive Board of UKCCIS. 

 

The impact of the above organisations’ work, specifically in the area of delivering e-safety 
messages, has been reported in a number of recent evaluations.  The evaluation of Safer 
Internet Day 2013 found positive impacts on how children and young people behave online as 
well as on young people’s awareness and understanding of internet safety and information 
control.  Similarly, an evaluation of CEOP’s Thinkuknow training programme found that young 
people are less likely to share information with strangers and are more likely to report online 
abuse as a result of taking part in the programme. 

This study found a wide range of organisations that are delivering e-safety work in Northern 
Ireland.  The following paragraphs outline the key players identified, including a summary of 
their e-safety work: 
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At Government level, there is no overarching policy which addresses e-safety.  Much of the 
current work on e-safety is being led by OFMDFM.  Some of the key activities of OFMDFM 
include: 

 the current cross-departmental review on current and future actions in the field of e-
safety to inform opportunities for a more coordinated approach across government 
 

 management of the NI Direct website which provides advice and information on different 
aspects of e-safety for young people and parents 
 

 local promotion of Internet Safety Day 2013 in collaboration with UK Safer Internet 
Centre. 

 

Prior to this, much of the concrete work delivered at government level on e-safety was in the 
form of guidance materials produced by the Department of Education for Northern Ireland (DE) 
and the Health and Social Care Board (HSCB). 

Across the statutory sector, the Western Health & Social Care Trust (WHSCT), C2K and the 
PSNI are leading the way on e-safety within their respective remits.  

 WHSCT has delivered and developed a range of e-safety resources for children, parents 
and practitioners and is currently progressing the development of an internet safety 
portal.  They have also delivered the above mentioned CEOP Thinkuknow e-safety training 
to 160 practitioners. 
 

 C2K provides e-safety support for all teachers in Northern Ireland. They have developed 
resources such as videos and DVD’s and editable PowerPoint presentations for teachers 
to use in lessons.  They have also developed support documentation for schools to devise 
their own e-safety policies.  C2K also held six E-Safety Live briefings in conjunction with 
UK Safer Internet Centre in March of this year (2013). 
 

 The PSNI also delivers CEOP’s Thinkuknow internet safety programme to primary and 
post-primary schools throughout NI as part of their Citizen and Safety Education (CASE) 
programme.  The PSNI’s C district is working with the Saltmine Trust and the Police and 
Community Safety Partnerships to deliver a drama workshop to all local primary schools 
on aspects of e-safety.    
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In the voluntary and community sector, NSPCC has delivered substantial work in this sector.  
For example: 
 

- NSPCC has staff trained as CEOP ambassadors and also deliver the CEOP Thinkuknow 
introduction and Ambassador training to other organisations 

 
- NSPCC undertakes research in the area of e-safety (findings from which are quoted in 

this report) and have developed guidelines for social media and sample online safety 
and ICT policies 

 
- NSPCC delivers the Childline Schools Service in NI primary schools which looks at 

online safety and cyber bullying 
 
- NSPCC Northern Ireland also recently submitted a briefing paper on internet safety to 

the children’s spokespersons for a Northern Ireland Assembly debate on internet 
safety (referenced in the main findings section of this report) 

  

Other notable organisations operating in the field include NIABF (Northern Ireland Anti-
Bullying Forum) and Beat the Cyber Bully, both of which have undertaken substantive work 
specifically in the area of cyberbullying. 

 NIABF’s work focuses specifically on cyber bullying and includes the development of over 
20 different teaching resources for primary, post-primary and special schools, information 
leaflets for parents and media campaigns.  
 

 Beat the Cyber Bully’s work in the area includes; workshops with young people in schools 
and in youth and community groups; parents awareness evenings and workshops; an 
ebook on cyber bullying; an online blog; and a presentation of evidence to the Culture, 
Arts and Leisure Committee’s investigation into Safeguarding Children in Sport.  

 

Recommendations:  

3. We recommend that Northern Ireland capitalises fully on the extensive e-safety 
messaging work undertaken by the three leading organisations in the UK (UK Safer 
Internet Centre, CEOP and UKCCIS) and vice versa.   

Whilst some local organisations are already taking aspects of the work of the leading UK 
wide organisations forward, there is much more scope for this to be increased. 
Furthermore, given the extensive work carried out by NI’s key players, valuable learning 
from this should also be transferred to these UK wide organisations.  As a basic starting 
point, it would be worthwhile exploring the following: 
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- Does Northern Ireland have strong enough links with each of the above 
organisations in order that the sharing of effective practice takes place? 

- Is Safer Internet Day being fully exploited in Northern Ireland?  

- Are young people and practitioners both aware and making use of the various 
resources within the UK Safer Internet Centre – the awareness centre, helpline 
etc?  

4. We recommend that Northern Ireland’s representation on UKCCIS, currently 
represented by the Department for Health, Social Services and Public Safety, be re-
examined.  E-safety is an issue that spans many government departments; therefore 
we feel it would be timely for an inter-departmental review of Northern Ireland’s 
representation on this important body. 

5. We recommend that work begins on developing a policy framework and strategy for 
e-safety in Northern Ireland. 

Objective 3: To assess the nature, quality, access to and impact of e-safety messages in 
Northern Ireland 

The nature of e-safety messages in Northern Ireland   

E-safety messages tend to be delivered in one of the four following ways: 

 Resources to help educate children and young people, and those who care for and work 
with them, about e-safety (such as videos, leaflets, checklists, books, website 
information); 
 

 Training materials to help professionals educate children and young people, and those 
who care for and work with them, about e-safety (such as handbooks, manuals, session 
plans); 
 

 Training courses that are delivered in a variety of formats to children and young people 
and those who care for or work with them; and 
 

 Public awareness campaigns on e-safety to raise awareness and educate children and 
young people and those who work with and care for them (such as PR and advertising, 
press releases, TV and radio footage, print media etc).  
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E-safety work in Northern Ireland targets children and young people, parents and practitioners 
on an almost equal level and much of it is delivered in partnership. 

The most common themes of e-safety messages in Northern Ireland are using mobile phones, 
cyber bullying, use of privacy and personal information, and ‘sexting’. 

Quality, access to and impact of e-safety messages in Northern Ireland 

Much of the work done locally on e-safety messaging is inaccessible in that it has a cost 
associated or it is not apparent on the websites of delivering organisations.  This made an 
assessment of quality difficult. 

The only e-safety theme on which sufficient information exists to conduct a comparative 
analysis of quality is cyber bullying.  Our assessment of cyber bullying messages delivered by a 
sample of 5 leading organisations found a high level of inconsistency in the number of 
messages delivered.  Only four of the sixteen messages sampled were consistent across 
organisations’ websites or literature and some messages are advocated by only one of the 
organisations.  This level of inconsistency raises two important issues: 

 How reliable are the messages? (i.e. how accurate, up to date and appropriate are they?) 
 

 How do children and young people, their parents and those working with them decide 
which messages to trust?   

 
To explore the issue of accessibility further, our focus groups with young people and parents 
found that: 

 In the case of children and young people, accessing useful advice online is relatively easy 
provided that effective search terminology is used 
 

 Children and young people run the risk of accessing inappropriate content when 
searching for advice on e-safety issues online 
 

 Parents might not use the internet to access advice on e-safety issues and may instead 
contact organisations, such as NSPCC, which they know deal with e-safety issues 
 

 The extent to which parents communicate with their children and discuss what is 
happening in their lives is of vital importance to both prevent an e-safety issue arising or 
to minimise the damage caused by an issue. 
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There have been no evaluations conducted to determine the impact of e-safety messaging work 
developed locally in Northern Ireland nor has there been any validation of some of the 
organisations delivering these messages.  However, it is worthwhile noting that the evaluations 
of both Safer Internet Day and CEOP’s Thinuknow programme included Northern Ireland.  For 
example, 23% of participating schools in the Thinkuknow evaluation were from Northern 
Ireland. 

Recommendations 

6. We recommend that more strategic coordination of local e-safety work is undertaken 
to address the shortfalls identified in this study, namely to: 

- ensure greater accessibility of e-safety messages for children and young people, 
parents and practitioners; 

- improve consistency in the messaging; 

- understand the impact of messaging on children and young people, parents and 
practitioners;  

- ensure the visibility of Northern Ireland in the key UK e-safety organisations (UK 
Safer Internet Centre, UKCCIS and CEOP); and 

- inform and influence policy development on e-safety in Northern Ireland. 

7. To achieve this level of strategic coordination we recommend the establishment of an 
e-safety forum for Northern Ireland.   

The required level of strategic coordination will not be achieved by one organisation 
working alone.  It will only be possible through effective collaboration across the local 
key players identified in this study and indeed the key UK wide organisations.  There is a 
role for an independent organisation such as the SBNI to take the lead in developing this 
forum. 

Additional functions of such a forum could include: 

- promoting the voices of children and young people as valued participants in e-
safety policy and practice; 

- influencing and supporting organisations in the development of effective e-safety 
policy and practice; 
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- signpost practitioners, teachers and others working with children and young 
people to appropriate, useful and up to date e-safety messages; and 

- acting as the single point of contact which can direct children and young people, 
parents and professionals to required e-safety advice or resources.  This should 
include the development of a comprehensive and user friendly website.   

To summarise, our recommendations arising from this study are as follows: 

1. We recommend that SBNI considers using the e-safety definition developed in this 
study or adopts an agreed definition going forward and encourages others working in 
the field to do the same. 

2. We recommend that when developing future e-safety messaging work in Northern 
Ireland consideration is given to each of the four risk categories identified in this 
study. 

3. We recommend that Northern Ireland capitalises fully on the extensive e-safety 
messaging work undertaken by the three leading organisations in the UK (UK Safer 
Internet Centre, CEOP and UKCCIS) and vice versa.   

4. We recommend that Northern Ireland’s representation on UKCCIS, currently 
represented by the Department for Health, Social Services and Public Safety, be re-
examined.  E-safety is an issue that spans many government departments; therefore 
we feel it would be timely for an inter-departmental review of Northern Ireland’s 
representation on this important body. 

5. We recommend that work begins on developing a policy framework and strategy for 
e-safety in Northern Ireland. 

6. We recommend that more strategic coordination of local e-safety work is undertaken 
to address the shortfalls identified in this study. 

7. To achieve this level of strategic coordination we recommend the establishment of an 
e-safety forum for Northern Ireland.   
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Safeguarding Board for Northern Ireland
18 Ormeau Avenue
Belfast BT2 8HS
Tel: 028 9031 1611
Email: sbnisupport@hscni.net
www.safeguardingni.org
www.twitter.com/safeguardingni
www.facebook.com/safeguardingni

NCB NI
2nd Floor, Albany House
73-75 Great Victoria Street
Belfast
BT2 7AF
Tel: 028 9089 1730
www.ncb.org.uk/northernireland
Twitter:    @ncb_ni_tweets
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